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Abstract and Outline

• Abstract
– Modern form of RFID systems being deployed is a low-cost from of 

RFID based on passive RFID technology. RFID will be highly 
pervasive and could threaten security and privacy. We propose the 
use of lightweight cryptography based on Physically Uncloneable
Functions and LFSRs to provide security mechanisms for low-cost 
RFID.

• Outline.
– Introduction to RFID and system primer

– Security and privacy issues and assumptions

– Low-cost security proposals
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Introduction to RFID

• What is RFID?
– Automatic-identification

– Next generation barcodes
• EPC

• What is the “Killer App”?
– Supply chain logistics

• Consumer goods
• Military goods

• Low-cost RFID
– Large market potential for low-

cost tags

Barcode

“DoD would be like Wal-mart… if 
Christmas were a random event every 
five years, and a stockout meant that 
everyone in the store could die…” -
Nicholas Tsougas, DoD

Electronic Product Code (EPC)
21.202C2A9.16E8B8.819BAE13C

Version 8 bits

Manufacturer 28 bits
( 2  manufacturers)28

Product 24 bits
(2   products)16

Serial Number 36 bits
(2   serial numbers)68
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Low Cost RFID Market

• Market Size
– Billions of dollars

• Cost implications
– Tagging 20 million items with 5 

cent tags cost  $1,000,000

– Ongoing cost

• Keeping tag costs low is 
paramount to wide scale 
adoption

44
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RFID System Primer

• Three main components:
– Labels, or transponders, carry an EPC (object ID data).
– Readers, or transceivers, read or write label data and 

interface with back-end databases.

– Back-end databases correlate data stored on tags with 
physical objects.

• Low cost labels
– Based on passive technology

• Tags receive power from a reader.
• Limited read range.

• Generally a 5 cent tag is considered the holly grail.
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RFID Adhesive Labels

4 cm

RFID Labels

Chip (IC)

Antenna 

Label 
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RFID Shelf Reader

Antenna 

Reader 
Hardware
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Reader

01.203D2A.916E8B.8719BAE03C

Label Database

Reader

Network

Data
Processing

Systems Interface
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• What does mass utilization of RFID imply?
– Billions of ubiquitous ant size computers
– A new era in pervasive computing

The Future
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• Simple system model
– Forward channel 

• Long range
– Backward channel

• Short range
– Powering channel

• Long range
– Physical channel 

• Physical contact

• Consequences
– Security issues
– Privacy issues

Simple Security Model

Insecure communication channel

Authorised 
Interrogator

Powering channel

Forward channel (Reader to Tag commands)

Backward channel (Tag to Reader responses)

Legitimate
Tag

Physical channel

Insecure 
physical channel
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Security issues

• Eavesdropping
– Corporate espionage

– Victim of theft
• Cloning and Physical attacks

– Fraud: counterfeiting RFID-labeled items

– Theft: replace merchandise with decoy label
• Denial of service

– Corrupt data with fake tags

– Disrupt RFID-dependent infrastructures
• Communication layer weaknesses

– Insecurities from tag generated random numbers

– Power analysis of the powering channel

• Man in the middle attacks

Just in case you 
want to know, I 
have 700 Euros 

and a Rolex
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Privacy Issues

• Automatic Identification
– Non invasive

• Linking Identification Information
– Human Identification Information

– Object Identification Information

• Privacy violations
– Profiling

• Violation of anonymity

– Surveillance or Tracking
• Violation of location privacy
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Privacy Issues

• Profiling. Bob has 
– A cheap toupee
– A book (Das Kapital)

– 1500 dollars in his 
wallet

– A well known 
empowering 
medication

1500 Euros
in wallet

Serial 
numbers:

597387,38947
3…

Toupee
model #4456 

(cheap 
polyester)

30 items 
of lingerie

Das Kapital
and

Communist-
party 

handbook

Viagra EPC #459382

Copyright RSA laboratories 2005.Copyright RSA Laboratories 2005
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Privacy Issues

1500 Euros
in wallet

Serial 
numbers:

597387,38947
3…

Toupee
model #4456 

(cheap 
polyester)

30 items 
of lingerie

Copyright RSA laboratories 2005.

• Tracking and Surveillance
– Bob’s wig is still identifying him
– Bob pays with a credit card; His RFID tags now linked to his 

identity

– Bob attends a political rally; Law enforcement scans his RFID tags

– Bob wins a lottery; Physically tracked by robbers via RFID enables 
banknotes
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Difficult to Solve, Why?

• Constraints: Low cost labels
– 2000-4000 gates available for security (cost limitation)
– Time available for operations : less than a few ms

– Label reading speeds: 1000-1500 labels/s

– Data transmission rates: in the order of 100kbps

– Power utilization of security related silicon should not exceed 
the tag power consumption range of 50 microwatts

– Electromagnetic compatibility regulations

• Unfortunately
– The long term security of label contents can not be 

guaranteed
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Initial Proposals

• Kill tags at checkout
– Customers may want to build applications
– Tag are too useful

• Erase unique identifiers at checkout
– Still allows tracking by tag “constellations”

• Restrict and detect unauthorized reads
– Cheap to build, hard to always detect

– Some scope is found with security schemes designed 
with reader distance based trust 
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Let’s Consider a Few Security 
Issues

• Cloning
– Requires providing an entity authentication service
– Passwords (weak authentication)

– Zero-knowledge protocols.

– Challenge-response (strong authentication)

• Eavesdropping on sensitive information
– Need a security service for providing confidentiality
– Requires providing a secure communication channel

– Public key cryptography
– Symmetric key cryptography
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RFID and Cryptography

• Strong, heavyweight encryption
– Public key ciphers (RSA, ECC)
– Digital signatures (El Gamal, RSA, ECC)
– Symmetric key encryption (AES, SHA)
– Too expensive for low cost RFID: cost, power, and time

• AES implementations require 20k-30k gates
• At 1/1000 cents per gate that is a cost of 20 cents extra per tag

– Tags can’t be trusted to store secret keys

• Requires new research avenues
– Lightweight cryptography

• Lightweight protocols
• Lightweight primitives
• Lightweight hardware
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A Lightweight Primitive

• Physically Uncloneable Functions
– Easy to compute but hard to predict
– Alternative to storing keys on insecure hardware devices
– Use digital electronics to measure analogue properties accurately
– Silicon Physically Uncloneable Functions (SPUFs)

• Can be integrated
• Use standard CMOS technology

f(c1,c2,c3,…,cm, k){ c1,c2,c3,…,cm}

}1,0{),...,,,( 321 ∈= nccccc

{ r}

}1,0{),...,,,( 321 ∈= mrrrrr

k={ gate and wire delay variations due to IC fabrication process variations}
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• Use of PUFs on RFID tags to securely store keys
• 800 challenge-response pairs to uniquely identify over 109 chips
c0 c1 c2 c61 c62 c63

0
1

Switch component

Arbiter

ci=0 c0=1

Switch component operation

0

Arbiter operation as the race 
between the signal ends as the 

arbiter

Arbiter

Arbiter

1

A SPUF Structure
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Lightweight Hardware

• Shrinking Generator
– Minimal hardware complexity
– Shrink the output from LFSR R1
– Produce irregular decimated sequence K
– Practical alternative to a one time pads
– Known attacks have exp time complexity

• Keep connection polynomials secret
• Use maximum length LFSRs where gcd(lenth R1, length R2) = 1

LFSR R2

LFSR R1

Output (K)
CE CLK

D Q Buffer

Clock
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Addressing Eavesdropping

• Encrypt the forward 
and backward 
channels

• Avoid complexity 

– Use of ⊕⊕⊕⊕ operator 
instead of log

• Use a PUF to initialize 
LFSRs

• Use a shrinking 
generator to create a 
key stream

• LFSR – lightweight 
hardware

PUF 
Circuit 
Block

CHALLENGE SET

K
Stream 
cipher 

constructed 
using a 
NFSR

⊕
CIPHERTEXT  PLAINTEXT  LFSR R2

LFSR R1

Output ( )K
CE CLK

D Q
Buffer

Clock
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Lightweight Protocol: 
Confidentiality

• Use sets of challenges and responses to authenticat e tags
– The response bit string can be compared with that stored in a secure 

database
– Similarly to a one time pad, challenges can not be used again
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Lightweight Protocol: 
Mutual Authentication

• Use random challenges and responses to authenticate  tags
– Similarly to a one time pad, challenges can not be used again

• Uses Reader generated random numbers
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Backend Support

• Labels need to be 
characterized prior to 
deployment

• A secure backend 
database is required to 
store challenge 
response pairs

• A secure method of 
distributing challenge 
response pairs are 
required
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Concluding Remarks

• Severe cost constraints and other limitations restr ains 
the use of complex security engines

• Solutions Require
– Removing IC complexity.
– Off loading algorithm complexity and resource intensive tasks to

back-end systems and the reader.
– Using lightweight cryptography

• General concern is to develop a good enough securit y 
mechanism for an expected application as prefect 
secrecy anywhere is not practicable, although a goo d 
mathematical concept

• Acknowledgements: Daihyun Lim and Srinivas Devadas
(MIT@Massachusetts)
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Thank you
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ESD and 
impedance 
modulator

Modulator 
control

Rectifier and 
POR generation

Digital front end

Clock 
extraction

Local oscillator 
(clock generator)

ASK 
demodulator

Return link 
modulation encoder

Data decoder

Voltage 
regulator

Finite state machine

EEPROM 
Memory cells 
and decoder

Registers and
CRC 

generation

Charge pump

Power 
supply

POR

RF front end

Challenge

Response

Challenge buffer
64 bits

PUF results buffer
100 bits

Security engine

PUF 
circuit 
block

SPUF Based RFID IC

• Lightweight hardware
• 64 stage PUF requires about 1000 logic gates
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LFSR Based Stream 
Ciphers

• No mathematical proof of security
• Most are based on a system theoretic approach
• Well established guidelines and testable security p roperties

– Large period before repetition, (2L2 – 1).2L1-1

– Large linear complexity, L2.2L1-2

– Good statistical properties
• Satisfy randomness tests

– Confusion
• Output complex function of input

– Nonlinear output to provide correlation immunity 

• Not proof of security but necessary
• Maximum length LFSR have period 2 L-1
• Only need substring of length 2L to break a LFSR


